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2. WAGNote 4 (EARELEL)

Note 4 Category 5—-Part 2 does not apply to items incorporating or using "cryptography"
and meeting all of the following:

a. The primary function or set of functions is not any of the following:
1. "Information security";
2. A computer, including operating systems, parts and components therefor;

3. Sending, receiving or storing information (except in support of entertainment,
mass commercial broadcasts, digital rights management or medical records
management); or

4. Networking (includes operation, administration, management and provisioning);

b. The cryptographic functionality is limited to supporting their primary function or set of
functions; and

¢. When necessary, details of the items are accessible and will be provided, upon
request, to the appropriate authority in the exporter’s country in order to ascertain
compliance with conditions described in paragraphs a. and b. above.
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9. [Z%#])Ancillary Crypto® T & (£ DEAR)

Part 742 (Definition)  April 20, 2010 (2010/6/25 BFDEAR , BRHE(LEIERZFA)
“Ancillary cryptography”.

The incorporation or application of “cryptography” by items that are not primarily useful
for computing (including the operation of “digital computers”), communications,
networking (includes operation, administration, management and provisioning) or
“information security”.

N.B. Examples of commodities and software that perform "ancillary cryptography" are
items specially designed and limited to:

Piracy and theft prevention for software, music, etc.; games and gaming; household
utilities and appliances; printing, reproduction, imaging and video recording or playback
(but not videoconferencing); business process modeling and automation (e.g., supply
chain management, inventory, scheduling and delivery); industrial, manufacturing or
mechanical systems (including robotics, other factory or heavy equipment, and facilities
systems controllers, such as fire alarms and HVAC); automotive, aviation and other
transportation systems®. Commodities and software included in this description are not
limited to wireless communication and are not limited by range or key length.

1 For the purpose of this definition, the term ‘transportation systems’ does not include any Automatic Identification
System (AIS) / Vessel Traffic Service (VTS). Secure AIS/VTS and their maritime applications are not considered
“ancillary cryptography”.
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2. BIS Homepage D=4l (1.72)
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Consumer
applications

« piracy and theft prevention for software or music;

* music, movies, tunes/music, digital photos — players, recorders and organizers

* games/gaming — devices, runtime software, HDMI and other component interfaces,
development tools

*LCD TV, Blu-ray / DVD, video on demand (VoD), cinema, digital video recorders (DVRS) /

personal video recorders (PVRs) — devices, on-line media guides, commercial content integrity

and protection, HDMI and other component interfaces (not videoconferencing);

« printers, copiers, scanners, digital cameras, Internet cameras — including parts and sub-
assemblies

« household utilities and appliances

Business / systems
applications:

systems operations,
integration and
control

« business process automation (BPA) — process planning and scheduling, supply chain
management, inventory and delivery

« transportation — safety and maintenance, systems monitoring and on-board controllers
(including aviation, railway, and commercial automotive systems), ‘smart highway’
technologies, public transit operations and fare collection, etc.

« industrial, manufacturing or mechanical systems - including robotics, plant safety, utilities,
factory and other heavy equipment, facilities systems controllers such as fire alarms and
HVAC

+medical / clinical — including diagnostic applications, patient scheduling, and medical data
records confidentiality

« academic instruction and testing / on-line training - tools and software

« applied geosciences — mining / drilling, atmospheric sampling / weather monitoring, mapping /

surveying, dams / hydrology
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Research / scientific
/ analytical

*business process management (BPM) — business process abstraction and
modeling

«scientific visualization / simulation / co-simulation (excluding such tools for
computing, networking, cryptanalysis, etc.)

«data synthesis tools for social, economic, and political sciences (e.g., economic,

population, global climate change, public opinion polling, etc. forecasting and
modeling)

Secure intellectual
property (IP)
delivery and
installation

«software download auto-installers and updaters

«license key product protection and similar purchase validation
«software and hardware design IP protection

«computer aided design (CAD) software and other drafting tools
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3. 2010/6/25MFRMDZE4

FR = H
06/25/10 « Piracy and theft prevention for software or music;
75 FR 36481 * games and gaming;
« household utilities and appliances;
36487 « printing, reproduction, imaging and video recording or playback (not videoconferencing):
bp: 36;88 « business process modeling and automation

(e.g., supply chain management, inventory, scheduling and delivery);
« industrial, manufacturing or mechanical systems
(e.g., robotics, heavy equipment, facilities systems such as fire alarm, HVAC);
< Automotive, aviation, and other transportation systems;
«LCD TV, Blu-ray/DVD, video on demand (VoD), cinema, digital video recorders (DVRs)/
personal video recorders (PVRs);
< on-line media guides, commercial content integrity and protection, HDMI and other component
interfaces;
« medical/clinical—including diagnostic applications, patient scheduling, and medical data records
confidentiality;
« academic instruction and testing/on-line training—tools and software;
« applied geosciences—mining/drilling, atmospheric sampling/weather monitoring, mapping/surveying,
dams/hydrology;
« scientific visualization/simulation/co-simulation
(excluding such tools for computing, networking, or cryptanalysis):;
« data synthesis tools for social, economic, and political sciences
(e.g., economic, population, global climate change, public opinion polling, forecasting and modeling);
« software and hardware design IP protection;
« computer aided design (CAD) software and other drafting tools

35

4. [Z5%]) Ancillary Crypto® =45l

[BPart 772 = f
Part 742 « piracy and theft prevention for software, music, etc.;
P *games and gaming;
(Def_lmtlon) < household utilities and appliances;
April 20, « printing, reproduction, imaging and video recording or playback
2010 (but not videoconferencing):
(2010/6/25 EBID | ° business process modeling and automation
EAR. B2/ (e.g., supply chain management, inventory, scheduling and delivery);
M)’ « industrial, manufacturing or mechanical systems

(including robotics, other factory or heavy equipment, and facilities systems controllers,
such as fire alarms and HVAC);
« automotive, aviation and other transportation systems*
! For the purpose of this definition, the term ‘transportation systems’ does not include
any Automatic Identification System (AIS) / Vessel Traffic Service (VTS).
Secure AIS/VTS and their maritime applications are not considered
“ancillary cryptography”.
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