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Appendix  CISAZZ 45 PRIE

SECURITY REQUIREMENTS
FOR RESTRICTED TRANSACTIONS

E.O. 14117 Implementation

DEFEND TODAY,
SECURE TOMORROW

JANUARY 2025

SECURITY REQUIREMENTS FOR RESTRICTED TRANSACTIONS
Pursuant To Exec. Order 14117, Preventing Access To Americans' Bulk Sensitive Personal Data And
United States Government-Related Data By Countries Of Concern

On February 28, 2024, President Biden signed Executive Order (E.O.) 14117, Preventing Access to Americans’ Bulk
Sensitive Personal Data and U.S. Government-Related Data by Countries of Concern, to address national-security and
foreign-policy threats that arise when countries of concern and covered persons can access bulk U.S. sensitive personal
data or government-related data that may be implicated by the categories of restricted transactions.

As directed by E.O. 14117, CISA has developed the following security requirements to apply to classes of restricted

transactions identified in regulations issued by the Department of Justice (DOJ). See generally 28 C.F.R. part 202
(identifying classes of restricted transactions at 28 C.F.R. § 202.401).

L : heeps://www.cisa.gov/sites/default/files/202501/Security_ Requirements_for Restricted Transaction -
16 EO_14117 Implementation508.pdf
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